
10 Years of the CIP project

Jan Kiszka & Pasquale Nieddu, Siemens
Open Source @ Siemens, Zug, 2026



Establishing an 

Open Source Base Layer

of industrial-grade software 

to enable the use and 

implementation of software 

building blocks for 

Civil Infrastructure Systems
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Platinum Members

Silver Members
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Gold Members



Scale by Annual Budget
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Activities in CIP Project

Workgroup Mission Industrial
grade

Sustain-
ability

Security

Kernel Team

• Providing CIP kernels with 10+ years maintenance period
• Work with RT Linux project to upstream Real-time 

enhancement
• Provide CIP SLTS kernel with real-time enhancement 

CIP Core
• Provide a reference implementation with Debian based CIP core 

packages for testing

CIP Testing • Providing a test environment to test the CIP kernel and CIP Core

Security
• Provide guidelines and reference implementations to help 

developers to meet  cybersecurity standard requirements
(IEC 62443)

SW update
• Incorporate a common solution for software updates into CIP 

core
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Archivements

CIP Core: Industrial Linux reference using reproducible Isar 

builds

SWUpdate: Robust blueprint for secure atomic OTA updates

IEC 62443-4-2: Certified security of CIP base system

KernelCI: Automated testing for SLTS kernels on real 

hardware

SLTS Kernel: Established 10-years maintenance for the Linux 

kernel
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LTS

4.4

4.19

5.10

6.1

6.12

CIP 

SLTS

4.4*

4.19*

5.10*

6.1*

6.12

We are here

Self-maintenance

Upstream First Self-maintenance

Upstream First Self-maintenance

Maintained by Linux Kernel

Upstream First Self-maintenance

Self-maintenanceUpstream First

5 Balls in the Air – The CIP Kernels

*separate Real-Time version

Maintained by CIP



What’s coming up?

Real-Time: RT-feature backports to 6.12-cip

CIP Core: Additional patterns (e.g. key rotation, persistency 

rollback)

CRA: Aligning CIP project with European cybersecurity 

regulations

CVE Tracking: Advanced automated vulnerability monitoring

Stand the wave, with or without AI
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Challenges Ahead
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CIP applied 

for access



Thank you!
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