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Security in Open Source -

Insights of the NTC
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Fabio Zuber

 Penetration Tester

* Background as Inner Source Developer
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We test whatis
otherwise not
tested.

for Cybersecurity



o Nationales Testinstitut
far Cybersicherheit
* Non-profit registered association located in Zug

 Public funding i

« «We test what is otherwise not tested.»
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* Team of permanently employed specialists

« «We test what is otherwise not tested.»

L» = Technical Security Analysis
aka Hacking or Penetration Test
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Open Source Software

96.6% ‘ \ 49.4%
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Source: Open Source Studie 2024



National Test Institute
for Cybersecurity

Open Source Software

ALL MODERN DIGITAL
INFRASTRUCTURE

A PROTECT SOME
RANDOM PERSON
IN NEBRASKA HAS
BEEN THANKLESSLY
MAINTAINING
SINCE 2003
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Vulnerabilities

Log4Shell in Log4j (CVE-
2021-44228)

regreSSHion in OpenSSH
(CVE-2024-6387)

° National Test Institute
for Cybersecuri ity

Backdoors
(or Bugdoors)

XZ Utils Backdoor (CVE-
2024-3094)

CocoaPods Dependency
Manager (CVE-2024-
38368
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Relevant Projects

) Remote Code Execution using Server Side Template Injection (High )
GHSA-q37x-gfrx-jcv6 published on Mar 12 by gmazoyer

) Open redirection using the return_url parameter | Low )
GHSA-fAmf-5g28-q7f5 published on Mar 12 by gmazoyer

@ Stored XSS on router page ( Moderate )
GHSA-fmf5-24pq-rg2w published on Mar 12 by gmazoyer
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Fabio Zuber

Penetration Tester | BSc Information and
Cyber Security

Send ideas to:
fabio.zuber@ntc.swiss

ntc.swiss/contact
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«There is no silver bullet»

Ressources for Maintainers Security Audits

Compensation and recognition Tools and Know-how

SBOM

Software Bill of Material
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Evaluate the whole
attack surface

e National Test Institute
for Cybersecuri ity

«There is no silver bullet»

«Secure by default»  CI/CD pipelines with
security checks
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Contact for Security Issues

@® @ nttps://example.com/well-kno X +

< C & example.com/.well-known/security.txt

# Our security address
Contact: mailto:security@example.com

# Our OpenPGP key

Encryption: https://example.com/pgp-key.txt

# Our security policy
Policy: https://example.com/security-policy.html

# Our security acknowledgments page
Acknowledgments: https://example.com/hall-of-fame.html

° National Test Institute
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Contact for Security Issues

O abapGit / abapGit " 1 £ m

Code Issues 1) Pull requests *) Actions (I Projects oWk } Security 4 (27 Insights
Overview Security overview
T — |
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4 i L B pol Security policy * Disabled
QliCy
I (8} [ \ | i | 1 SOt up A e ty polwy

Advisones

Security advisories «
Dependabot 1
Code scanning

Private vuinerability reporting + led
Secret scanning
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Fabio Zuber Thank you for your
attention!

Penetration Tester

National Test Institute for Cybersecurity NTC

Ntc.swiss



https://ntc.swiss/
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