
Triaging CVEs for the Linux 

Kernel
Automating the assessment of Kernel Vulnerabilities
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Civil Infrastructure Platform (CIP)
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• Part of the Linux Foundation

• Linux Kernels for Industrial Applications

• Provides Super-Long-Term Support 

kernels (~10 years after mainline 

support ends)



Why do we need to do anything?
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• CRA is looming on the horizon

• Older kernel versions accrue hundreds to thousands 

of unfixed CVEs (EOL of 4.19 had ~1000 CVEs)

• Updating to newer kernels is not always possible



CVEs in the Kernel
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• Kernel Team started 

issuing CVEs as a CNA 

in February 2024

• Around 60 CVEs each 

week

• CVEs are always 

published after a fix is 

available



Know your Use-case
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• Linux has ~85.000 files, ~40.000.000 LoC

• Typically only about 5% to 10% are used

• Almost all of the CVEs will not be relevant for your 

specific use-case

• Checking this is on you, nobody will do it for you



Goals
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• Given a kernel version, a use-case and a CVE: 

assess if the CVE is relevant

• Be fast

• No false negatives

• Provide useful information for vulnerability remediation 

in a standard format



Implementation

Unrestricted | © Siemens 2025 | Christoph Steiger | FT RPD CED OES-DE | 2025-06-04

• Use-case is described by a Kconfig

• Run a number of checks for each CVE, each giving a 

"relevant"/"not relevant" verdict

• Each check is conservative in its assessment

• Short circuit on a "not relevant" verdict

• Simple checks based on introducing/fixing commits

• More sophisticated checks assess if files affected by 

the CVE are used



Results
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In vex format:



Results
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• For CIP kernels /w CIP defconfig 90% - 95% of CVEs 

reported in 2024 were deemed "not relevant" 

• 4.19 EOL for the unfixed ~1000 CVEs 56% can be 

excluded

For better results a better description of the 

use-case is required



Contact us!
<christoph.steiger@siemens.com>

https://gitlab.com/cip-project

https://gitlab.com/cip-project/cip-kernel/kernel-

cve-triage

Christoph Steiger <christoph.steiger@siemens.com>

CIP Project: https://gitlab.com/cip-project

Kernel-CVE-Triage: https://gitlab.com/cip-project/cip-kernel/kernel-

cve-triage
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