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Two-stage IRQ pipeline

Non-virtualized call

__always_inline native_1irq_disable(

flags = hard_local_save_flags()

hard_local_irq_disable()

hard_local_irq_enable()

flags = hard_local_irq_save()

hard_local_irq_restore(flags)

hard_irgs_disabled() Inband Operations(stall/uninstall)
h i isabl fl fl
Real Interrupt ard_irqs_disabled_flags(flags) Virtual Interrupt Original Linux/Virtual Inband stage operation
(i Maski ftw
Masking(in CPU) asking(software) local_save_flags(flags) -none-
00B stage operation(Stall/Unstall) local_irq_disable() Inband_irg_disable()
IRQ local_irg_enable() inband_irg_enable()
oob_irq_disable() local_irq_save(flags) flags=inband_irq_save()
oob_irq_enable()
flags = 0ob_irq_save() local_irq_restore(flags) linband_irg_restore(flags)
— -of- . In-band i isabl i i isabl
bob_irq_restore(flags) Outstt); beand STrerEl G Stage irgs_disabled() inband_irgs_disabled()
oob_irgs. disabled() 9 irqs_disabled_flags(flags) |-none-

__always_inline oob_1irqg_disable(

hard_local_1irqg_disable();
stall_oob();

notrace arch_local_irq_disable(

__always_inline stall_oob( )

__set_bit(00B_STALL_BIT, &current->stall_bits);
barrier();

inband_irg_disable();
barrier();

inband_irg_disable(

check_1inband_stage();
stall_inband_nocheck();

}
EXPORT_SYMBOL( inband_irq_disable);

__always_inline stall_inband_nocheck( )
{
__set_bit(INBAND_STALL_BIT, &current->stall_bits);
barrier();

}



Dovetail Interrupt Flow on X86

arch_pipeline_entry( pt_regs *regs, u8 vector); IRQ Event
arch_pipeline_entry on exit handle_irg_pipelined_finish
(arch/x86/kernel/irq_pipeline.c) ————————— (kernel/irg/pipeline.c)
l on entry :

arch_handle_irgq
(arch/x86/kernel/irq_pipeline.c)

handle_simple_irq( irq_desc *desc) l
handle_untracked_irq( irq_desc *desc)
handle edge irq( irg_desc *desc)

handle_level_1irq( irq_desc *desc)
handle_fasteo1_1rq( 1rq_desc *desc)

generic_pipeline_irq
(kernel/irg/pipeline.c)

irq_chip *chip = desc->1rq_data.chip;
flow;
(kernel/irg/chip.

raw_spin_lock(&desc->1lock); l

flow = irq_starting_flow(desc);
if (flow != IRQ_FLOW_REPLAY !irg_may_run(desc) handle_oob_irq()
goto out; (kernel/irg/pipeline.c)

if (irg_feeding pipeline(desc, flow l
T (handle oob irg(desc))
chip->1rq_eoi(&desc->1rq_data); 00B Pipeline entry context

else .
mask_cond_eoi_irqg(desc); Out-of-band context
' |

goto out_unlock;

} I In-band context

Out-of-band handler Post IRQ in in-band log
desc->1state &= ~(IRQS_REPLAY | IRQS_WAITING); (In Real-time Core) (kernel/irg/pipeline.c)



Case Study on SD/MMC CD IRQ Storm

= Xenomai 3.2.2 + Linux 5.10.179:

cat /proc/interrupts
CPUO CPU1 CPU2 CPU3

14: 2440190 0 0 0 IR-IO-APIC 14 -fasteoi INTC1020:00,
INTC1020:01, INTC1020:03, INTC1020:04, INTC1020:05 [
APIC BUS

128: 2440190 0 0 0 INTC1020:01 112 0000:00:1a.1 cd

CPU

IOAPIC
. . hwirg:
= But Linux 5.10.179: Can not reproduce the issue M‘&‘L“
cat /proc/interrupts INTC1020
CPUO CPU1  CPU2 CPU3 00 |01 | 03|04 05
14: 1 0 0 0 IR-IO-APIC 14 -fasteoi INTC1020:00, INTC1020:01, mﬁ‘;gm
INTC1020:03, INTC1020:04, INTC1020:05 SD/MMC Card Detect
128: 1 0 0 0 INTC1020:01 112  0000:00:1a.1 cd




Get stack to further analysis

DECLARE_IDTE common

handle_edge _irq s

- - #define D
generic_handle_irq .

- - 5 . ~ DEFINE_IDTENTRY_IRQ_PIPELINED(common_1interrupt)
. . . Interrupt entry/extit. { - - = -
|ntEI_gp|0_|rq * pt_regs *old_regs = set_irq_regs(regs);

. + The 1interrupt stubs push (vector) onto the stack, which is the error_code ira desc *desc: - >
handle |rq event percpu * position of 1idtentry exceptions, and jump to one of the two idtentry points - ’
—— — — — * (common/spurious).
1 * RCU_LOCKDEP_WARN( ! rcu_1is_watching( ),

handle_qu_event * common_interrupt is a hotpath, align it to a cache line - - —— g
handle faste0| |rq L. macro idtentl_’y_qu vector cfunc

- . - -p2align CONFIG_X86_L1_CACHE_SHIFT arch_pipeline_entry( pt_regs *regs, u8 vector);
asm_call _irg_on_stack —
</| RQ> 5YM_CODE_START(\asmsym)

NWIND_HINT_IET REGS offset=\has_error_code*8
arch_do_IRQ_pipelined = LGl
. .1f \has_error_code == 0 PE!
pushq $-1
sync_current_irg_stage i
handle_irq_pipelined_finish i \vector == X86_TRAP_BP
arch_pipeline_entry
asm_common_interrupt testb  §3, CS-ORTG_RAX(%rsp)
- - jnz Lfrom_usermode_no_gap_\@

.rept 6 . . .
pushq  Sx8(%rsp) 1. Define asm_common_interrupt
UNWIND_HINT_IRET_REGS offset

.Lfrom_usermode_no_gap_\@: 2. Call com mon_i nterru pt

idtentry_body \cfunc \has_

ASM_NOKPROBE( \asmsym)
SYM_CODE_END(\asmsym)




Cascaded IRQ handling process

@ @: Translate from vector to irg num 14 & first play then posted
IRQTM @: Irq 14 is replayed in in-band
(arch/?(;cG@l}Ezirz?Ii/r;i%:itprZIine.c) onext ha?iﬁ;ﬁﬁ%ﬁﬂlﬁﬁ;ﬁ?iSh @: Irq 128 is decoded after INTC1020 irq handler is executed
| onemey 5 @: irg 128 play flow handler handle_edge_irq and then
forch /x8a6r/cl?e;':aerl1/(ijr|::ip:iqpeline.c) execute sd/mmc CD interrupt handler

l

generic_pipeline_irqg
(kernel/irg/pipeline.c)

l

IRQ flow hanhdler
(krnel/irg/chip.c)

handle_edge_irq @
generic_handle_irq
intel_gpio_irg @
__handle_irq_event_percpu
handle_irq_event

| @ handle_fasteoi_irq
handle_oob| irq() asm_Ca”_qu_O n_stack
(kernel/irg/pigeline.c) </|RQ>

l

arch_do_IRQ_pipelined

008 N sync_curre nt_irq_Stage
handler . . . « .
: handle_irq_pipelined_finish
Y l @ Pipeline entry context arch_plpellne_entry @
Out-of-band handler Post IRQ in in-band log Out-of-band context
T

asm_common_interrupt

(In Real-time Core) (kernel/irg/pipeline.c) ms  In-band context




Find the root cause of irg storm

handle_irq_pipelined_finish(

@

IRQ Event

!

irq_stage _data *prevd,
pt_regs *regs)

chip->irq_ack never called so
that 128 interrupt keep

rcu_nmi_exit();

arch_pipelinelentry onexit . handle_irg_pipelined_finish trlggerlng
. . . 4 . . .
(arch/x86/kernel/irc_pipeline.c) (kerne!/irq/pipeline.c)
on entry
preempt count sub(PIPELINE OFFSET):
handle_edge_1irq( 1rq_desc *desc)
arch_handle_irq L\ g
(arch/x86/kernelfird pipeline.c) irq_Bcipdpel () [ | irg_chip *chip = irq_desc_get chip(desc);
= raw_spin_lock(&desc->lock);
restore_stage_on_1irq(prevd); ;
f (start_irqg_flow()) {
desc->istate & ~(IRQS_REPLAY | IRQS _WAITING);
generic_pipeline_irq . \rqamay*runidisc |) ) %RJ PENDIN
— e esc->istate |= S | G;
(kernel/irg/pipeline.c) mask_ack_irq(desc);
l goto out_unlock;
IRQ flow handler
(kernel/irg/chip.c) synchronize_pipeline on_irq(); f (irqd_irq_disabled(&d2s:->irq_data) tdesc->action) {
i desc->1istate |= IRJS_PENDING;
k_ack_1irq(desc);
out_unlock;
handle_oob/ irq() on pipeline entry()) {
(kernel/irq/pipeline.c) chip->1rq_ack(&desc->1rq_Jata);
aesc-=1sLdLe | = 1RUS_ruvoc;
handle_oob_1irq(desc);
l joto out_unlock;
}
00B N kstat_1incr_1irgs_this_cpu(desc);
handler
(!irgs pipelined())
chip->1rg_ack(&desc->1rq_data);
Y Pipe“ne entry context __always_1inltne Lrgs_pipelined( )
Out-of-band handler Post IRQ in in-band Iog Out-of-band context return IS_ENABLED(CONFIG_IRQ_PIPELINE);
L

(In Real-time Core)

(kernel/irq/pipeline.c)

s In-band context



IRQ handling Process after fixed

IRQ Event @: Irq 14 first play and posted

@ l @: Irq 14 is replayed in in-band
o el one® ,  handle_irqpipelined_finish @: Irq 128 is decoded after irq handler of INTC1020 driver

14

(arch/x86/kernel/irq_pipeline.c) (kernel/irg/pipeline.c)
: is executed

@: play flow handler to ack irqg 128 and execute

handle_oob_irq to post the irg inband
(5): replay irq 128 because it is logged and execute

corresponding flow handler and interrupt handler of CD

handle_edge_1irq( irg_desc *desc)

Of SD/M MC drlver : irg_chip *chip = irq_desc_get_chip(desc);

flow;

l on entry

arch_handle_irq
(arch/x86/kernel/irq_pipeline.c)

!

genzric_pipeline_irq
(kernel/irg/pipeline.c)

!

IRQ flow handler
(kernel/irg/chip.c)

!

handle_oob_irq()
(kernel/irg/pipeline.c)

raw_spin_lock(&desc->lock);

f (!irq_may_run(desc)) {
desc->istate |= IRQS_PENDING;
mask_ack_1irqg(desc);
joto out_unlock;

f (irqd_1irq_disabled(&desc->irq_data) !desc->action) {
de: tate |= IRQS_PENDING;
sk_ack_irq(desc);
joto out_unlock;
00B N
handler f (irq_feeding_pipeline(desc, flow)) {
- chip->irq_ack(&desc->1rq_data);
———— - desc->istate |= IRQS EDGE;
Y l . X handle_oob_1irg(desc);
Plpellne entry context joto out_unlock;
— fm A _of-
Out-of-band handler ? Post IRQ in in-band log Out-of-band context T e e Tk
(In Real-time Core) (kernel/irg/pipeline.c) s In-band context :
f (!irgs_pipelined())




Fixing up the IRQ chip driver

4.198392] gpio gpiochipl: Persistence not supported for GPIO 112
4.205005] --—---—-—- [ cut here J---—--—-

4.205007] irgchip INTC1020:01 is not pipeline-safe!

4.205008] WARNING: CPU: 2 PID: 26 at kernel/irg/chip.c:53 irq_set_chip+0xSf/0 {
4.205008] Modules linked in: pinctrl_elkhartlake

4.205011] CPU: 2 PID: 26 Comm: kworker/2:0 Not tainted 5.10.140-intel-ese-sta
4.2050121 Hardware name: ASRock Industrial iEP-5010G/DSB-1010-WT, BIOS P1.

__raw_spin_lock_tirgsave(raw_spinlock_t *lock)

flags;

local irq save(flags);

preempt_disable();

— p— p— p— p— po— po—

*x/

struct intel_pinctrl {
struct device *dev; = ) )

hard_spin_lock_1irq( raw_spinlock *rlock)

nard_spnLock_ s
Struct puwnctr(_desc pctldesc;
struct pinctrl_dev *pctldev;
struct gpio_chip chip;

, _THIS_IP_);

@@ -1322,7 +1322,8 @@ static int intel _gpilo_probe(struct intel pinctrl *pctrl, int irq)
pctrl->irqchip. irg_unmask = intel_gpio_irq_unmask;
pctrl->irqchip.irq_set_type = intel_gpio_irqg_type;
pctrl->irqchip.irq_set_wake = intel_gpio_1irqg_wake;
pctrl->irqchip.flags = IRQCHIP_MASK_ON_SUSPEND;
pctrl->irqchip.flags = IRQCHIP_MASK_ON_SUSPEND |
IRQCHIP_PIPELINE_SAFE;




Thank you



