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Cyber Security is becoming
more and more important in
Industrial embedded world
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Generic Secure Boot
Filesystem

a.k.a. UKI

UEFI OS loader

OPTee

Trust chain passing
TFA

ARM Trust Zone

Vendor Bootloader Most close source
Rom Bootloader OTP eFUSE RPMB |EEEEEEEEEEREE Hardware provided
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L
Root of Trust

ROM 35128 Bootloader
« AT ETRSTRE

- EMERIS R RRER, TiRlEN

- INEFNIEEE—%Kbootloader

- One Time Programming eFUSE —RiRIEBFIE L
- BRI R ER, SR IARE R

- I fmiE

- —RIRtE, —BIREELIEIEN

- INSE

- —RRATEEA RS
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EMMCHEIRPMBS X
RPMB of eMMC

- BhEN - (S EKREFEENTRINZZRIZS
- EBFIZE{RIF — a unique counter is included in each writing

e.MMC Device Host SoC

SHA-256 g > %m

(Secret Key)

SHA-256
(Secret Key)

1 Diagram is from https://documents.westerndigital.com/content/dam/doc-library/en_us/assets/public/western-digital/collateral/white-
paper/white-paper-emmc-security.pdf
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Generic Secure Boot Flow
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ROM Bootloader ZJ5...
Just after the ROM Bootloader

ROM Vendor

U-Boot EFI provider : ! IG X T:’tusfedfd FIrmV\f_S:rA?t AtR dl\{.l "
(b|33) g »..‘ . git.trustedrirmware.org rustea-firmware-a.gi
Bootloader Firmware

(bi1) (b12) § ;
y OPTee-0OS
https:/lgithub.com/OP-TEE/optee_os

Pubkey Hash Das U-Boot
(OTP eFUSE) https://source.denx.de/u-boot/u-boot.git
U-Boot
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UEFI 235
UEFI Secure Boot
SWU

U-Boot EFI provider

initramfs

EDK2 StMM

kernel

. EEl Boot Guard . Unified Kernel Image
https:/luapi-

https:/lgithub.com/siemens/efibootguard o .
group.org/specifications/specs/boot_loader_specific
ation/#type-2-efi-unified-kernel-images

~4 EDK2 StMM SWUpdate

https:/igithub.com/tianocore/edk2/tree/master/S p .

tandaloneMmPkg https://github.com/sbabic/swupdate
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E4TPM
Firmware TPM

Official Complete TPM 2.0 Reference Implementation (by
Microsoft)

Provide a TEE Trusted application
Use RPMB as the secure storage
No hardware chips required -> cost efficient

Upgradable
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Disk Encryption — Protect Data-at-rest

OPTee-Client
U-Boot EE provider https:/lgithub.com/OP-TEE/optee_client

initramfs

Secure Storagey

fTPM Storage

[ ®<«] systemd

https://systemd.iol

RPMB
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ISAR
Integration System for Automated Root filesystem generation

Isar is a set of scripts for building software packages and
repeatable generation of Debian-based root filesystems with
customizations

Integrated components:
* trusted-firmware-a

optee-os & optee-ftpm & optee-client
u-boot & kernel customization base
initramfs-tee-ftpm-hook

initramfs-tee-supplicant-hook, etc.
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isar-cip-core
ISAR layer to provide CIP Core (Generic Profile) package set

Responsible for developing, testing and maintaining tools to
generate CIP Core reference file system images

Integrated components:

+ edk2-standalonemm-rpmb

+ efibootguard

* swupdate

* initramfs-crypt-hook, initramfs-verity-hook, etc.
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Example
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Example: SIMATIC 10T2050 & meta-iot2050

ERHFIE R - IS TIihE TRz ERNEEERX.

Meta-iot2050: ISAR layer contains recipes, configuration and other
artifacts that are specific to Debian-based I0T2050 product.

+ ./kas-container build kas-iot2050-boot-pg2.yml:kas/opt/secure-
boot.yml

+ ./kas-container build kas-iot2050-swupdate.yml:kas/opt/secure-
boot.yml
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