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Vulnerabilities, Anyone?

Who of you ever caused a vulnerability?

Did it get a CVE assigned?
My #1: CVE-2004-0176, Multiple buffer overflows in Ethereal 0.8.13 to 0.10.2,

 IRDA Dissector Plugin IRCOM_PORT_NAME Overflow (+12 others)

Who of you ever requested a CVE?

Anyone already reported a vulnerability?
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https://marc.info/?l=bugtraq&m=108007072215742&w=2


How to Report a Vulnerability?

• Coordinated vulnerability disclosure (responsible disclosure)

• Reach out privately first

• Give sufficient time to validate and fix

• Commercial product => contact vendor

• Open source project => ?

• Maintainer(s)? Via email?

• Private issues/tickets?

• Other channels?

• Siemens associated projects were contacted via Product CERT
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Taking Reports via Corporate Product Channels

• Indirection may cause extra delays

• May involve issuing a product security advisory afterwards

• "The Siemens product Jailhouse has fixed following 

vulnerabilities..." - not really

• Are "our" OSS projects products?

• What if it should not appear as "Siemens controlled"?

• What if the maintainer is leaving the company?

• What if the project is handed over to a third party?
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What Do Others Do?

• Microsoft

• Very professional

• But very "corporate" as well

• SAP

• Seems to have copied from MS...

• Google

• Leaner

• Own infrastructure for reporting

• Then GitHub advisories

• But then: https://github.com/google/oss-vulnerability-guide

• From simple to large projects

• Templates, runbook etc.
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https://github.com/google/oss-vulnerability-guide


Using git Forges as Infrastructure

• GitHub

• Enable private vulnerability reporting

(beta but working)

• Patches can be developed on

temporary private forks

• Security advisories can be drafted

privately and published later

• Provides a calculator for the Common 

Vulnerability Scoring System (CVSS)

• GitHub is a CVE Numbering Authority (CNA)

• Once you accepted a report, you can 

request a CVE

• @Siemens: also offered by ProductCERT

• https://docs.github.com/en/code-security
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https://docs.github.com/en/code-security


Using git Forges as Infrastructure, Part II

• GitLab

• Vulnerability reporting via private issues

• No equivalent to advisory (...or I was blind?)

• Acts as CNA too (gitlab.com only)

• Maintainer can request CVEs for private issue:

https://docs.gitlab.com/ee/user/application_security/cve_id_request.html

• Others

• Gitee? – didn't find anything (that I could parse)

• Sourceforge?

• ...?
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https://docs.gitlab.com/ee/user/application_security/cve_id_request.html​


SECURITY.md

• Defines the project's security policy

• Picked up by GitHub prominently

• Suggested template (derived from Google)

• Introduction

• Security context

• What do you consider in-scope for the security of your project?

• What is clearly not in-scope regarding security?

• Reporting a vulnerability

• Preferred contact channel

• If email, consider a second contact

• Define response time and disclosure timeline

• Examples

• https://github.com/siemens/efibootguard/security

• https://github.com/siemens/kas/security
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https://github.com/siemens/efibootguard/security​
https://github.com/siemens/kas/security


Some General Maintainer Advises

• If you received a report, acknowlege it soon

• No need to confirm validity prematurely!

• Assess, reproduce, discuss

• Consult other trusted core people

• Involve reporter as well

• Prepare a fix privately

• Don't be hectic!

• Test carefully, even if fix is "obvious"

• Look left and right for similar problems!

• Different parts of the code also affected?

• New secure use cases?
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Closing Thoughts

• Check if your OSS project(s) should gain a SECURITY.md

• Do we want a default SECURITY.md for github.com/siemens?

• Would define a fallback if project has none

• Would also add one for forks of other projects

• Harden your project(s)

• Run security scanners for secrets, outdated dependencies etc.

• Run code analysis tools

• Secure your code access (work on trustworthy infrastructure, 2FA etc.)

• Have a look at https://bestpractices.coreinfrastructure.org/en

(but don't feel demotivated afterwards ;-) )
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https://bestpractices.coreinfrastructure.org/en​


Contact
Published by Siemens Technology

Jan Kiszka

Principal Key Expert

T RDA IOT

Otto-Hahn-Ring 6

81739 Munich

Germany

E-mail jan.kiszka@siemens.com
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