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Hi, I am Chris. I am CTO 
at Mondoo

What is your 
background?

Y

I co-created the open source 
security projects Dev-Sec.io and 
InSpec, Co-Founded Vulcano 
Security (acquired by Chef 
Software) and was Director of 
Engineering at Chef Software

@chri_hartmann



Mondoo is a security, risk and compliance platform that identifies 
vulnerabilities and misconfiguration from build to runtime.
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Asset Intelligence Risk Actions Smart Compliance

Find answers to complex questions at every 
layer  through “Google Search” for Security 

Posture Management

Improve your overall posture by proactively 
identify, prioritize, remediate risks

Reduce compliance completion times 
with real-time compliance assessments 
and evidence across build and runtime
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Security Therapy



Interviewed and worked
with 100+ Sec/DevOps Leaders

Theme In their words…...

More organized threats Software is eating the world so hackers are having a feast

Wait days/weeks to data Coordinating over 30+ security tools to answer if we have the vulnerability and then waiting 
for verification it’s been fixed

Security owns all the tools DevOps don’t have consistent access to what security uses, just their outputs aka a giant 
spreadsheet 

Security vendors are slow Their product roadmap is the same every year, so we hacked a solution to dump into Splunk

Unclear on the right priority for the business The trade off between shipping new features vs fixing what security wants us to fix. 

Re-enforces good practices I need my teams to have a way continuous improve our posture and for management to 
recognize the effort 



Why is Security 
so difficult?

@chri_hartmann
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Times changed

Name 
Name
Words 
words

Sales 
Quotas Playbooks

Customer 
Support

Affiliate 
Programs

Past Today
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Avg 20% CVE YoY increase



Exploit  / Patch Time

💣
0-Day

Exploit

 💥
Vulnerability

📢
CVE

 🏗
Patch

 📝
CVE

💣
Exploit

🎟
Tickets

created

🐌
Rollout

Slow

 🏗
Fixed

in dev

 🔎
Identify

in dev

🛑
Report

created

● 50% of exploits are published 
within 30 days after CVE

● average time to fix high 
severity is 246 days



Scan Internet in 5 min
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Source: Forbes: 
Independent survey of 
1100 IT and security 
professionals
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ISO27001:2022
A8.9 Configuration management
Configurations, including security configurations, of hardware, software, services and networks shall be established, 
documented, implemented, monitored and reviewed.

Compliance Frameworks

BSI IT-Grundschutz-Compendium
SYS.1.1.A6 Disabling Unnecessary Services
All unnecessary services and applications—particularly network services—MUST be disabled or uninstalled….

Cyber Risk Insurance questionnaire
Questions for companies starting with 50.000.00 € revenue. Hardening is the first 
questions in sector "basics".
Are there guidelines for the secure configuration of servers and endpoints?
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PCI-DSS
PCI Requirement 2
Apply Secure Configurations to All System Components

Compliance Frameworks

HIPAA
164.308 Administrative Safeguards
164.312 Technical safeguards

SOC2
The entity identifies, selects, and develops risk mitigation activities for risks arising from potential business disruptions.
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DEVELOP BUILD RUNTIME

Developers +
Platform Engineers

Operations + 
Security

Why do we need to deploy insecurely?

💥

Hardening of 
Infrastructure

(Cloud, Servers, 
Workstation, IoT)

Patch 
Management

01 02



14

Leads to frustration
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AI will make attacks even easier



Example

@chri_hartmann
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Endpoint OS

ChatOps

Repository

Code / IaC

Pipeline

Image

Cloud

Auth

Kubernetes

Datacenter

Workloads

Networking

API/SaaS

DEVELOP BUILD RUNTIME
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Use Case:
Ensure that Cloud Storage Buckets 

are not public
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Endpoint OS

ChatOps
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Cloud

Code / IaC
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Endpoint OS

ChatOps

Repository

Code / IaC

Pipeline

Image

Cloud

Auth

Kubernetes

Datacenter

Workloads

Networking

API/SaaS

DEVELOP BUILD RUNTIME

Cloud

Buckets are not public
Security Engineers focus on attack paths
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Endpoint OS

ChatOps

Repository

Code / IaC

Pipeline

Image

Cloud

Auth

Kubernetes

Datacenter

Workloads

Networking

API/SaaS

DEVELOP BUILD RUNTIME

Platform Engineers focus on automation

Code / IaC

Buckets are not public



22

DEVELOP BUILD RUNTIME

Secure the Development Workflow

Developers +
Platform Engineers

Operations + 
Security

The development workflow is riddled with security gaps and 
toolsprawl. Lack of collaboration between development and 

security destroys productivity and increases risks.

��
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Ensure that Cloud Storage Buckets 
are not public

We need to think holistically
about security
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Endpoint OS

ChatOps

Repository

Code / IaC

Pipeline

Image

Cloud

Auth

Kubernetes

Datacenter

Workloads

Networking

API/SaaS

DEVELOP BUILD RUNTIME

Focus on overall risk management
We need to bring all teams together to improve the 
security posture.



What can we do 
now?

@chri_hartmann
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Graph-based asset inventory

github.com/mondoohq/cnquery

Secure everything from 
development to production

github.com/mondoohq/cnspec 

Extensible and Open Security

https://github.com/mondoohq/cnquery
https://github.com/mondoohq/cnspec
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Discover Security Content
Security Registry
mondoo.com/registry

Security Policies
github.com/mondoohq/cnspec-policies 

Inventory and Incident Response Query Packs
github.com/mondoohq/cnquery-packs 

https://mondoo.com/registry/
https://github.com/mondoohq/cnspec-policies
https://github.com/mondoohq/cnquery-packs


Demo

@chri_hartmann
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Endpoint OS

ChatOps

Repository

Code / IaC

Pipeline

Image

Cloud

Auth

Kubernetes

Datacenter

Workloads

Networking

API/SaaS

DEVELOP BUILD RUNTIME

You can be more secure today!



30

Project Overview

cnquery / cnspec

Project Health 2023 40+ releases

Runtime Go, single-binary

Language Extended GraphQL (MQL)

Pre-compiled Queries yes, incl. AST

Code-Escalation no, strict pre-compiled queries and 
policies

Data Gathering asynchronous, parallel

Deduplication of queries yes



31

Supported Targets

cnquery / cnspec

Operating System Local, SSH, SSH for Windows, WinRM, 
EC2 Instance Connect, EC2 SSM, 
Agentless Scanning

Cloud AWS, Azure, GCP, VMware vsphere, 
OCI

Kubernetes & Container AKS, EKS, GKE, OpenShift, Container 
Registries, Container Images

SaaS Okta, Slack, Google Workspace, 
Microsoft 365, Github, Gitlab

IaC Kubernetes Manifest, Terraform HCL, 
Terraform Plan, Terraform State

* coming soon
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Anatomy of a Policy

cnspec InSpec

Policy Profile

Group Group (multiple files)

Check (metadata) Control

MQL 
(sshd.config.params)

Describe
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Anatomy of a Policy
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Amazon S3 buckets do not allow public read access

Easily ask questions with 
GraphQL-based MQL 



35

Easily ask questions with 
GraphQL-based MQL 

S3 Buckets are configured with 'Block public access'
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Use Policy as Code to define 
technical requirements
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Use Policy as Code to define 
technical requirements
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Use Compliance as Code to define 
higher-level compliance controls



Christoph Hartmann

🐦 @chri_hartmann
✉ chris@mondoo.com
🏠 mondoo.com

Thank you

Secure everything from 
development to production

github.com/mondoohq/cnspec 

https://github.com/mondoohq/cnspec

