
Pluralistic 

deployment

pipelining
One pipeline to rule them all
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Who/What/Why?
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MindSphere

Industrial IoT platform

https://www.mindsphere.io

Tobi

MindSphere Operations

tobias.appl@siemens.com

Explore now with a free starter tenant

https://siemens.mindsphere.io/en/start

https://www.mindsphere.io/
mailto:tobias.appl@siemens.com
https://siemens.mindsphere.io/en/start


What are we even deploying?
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What are we even deploying?
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Microservices!

TS storage

IdentityDatalake

Analytics

App management

Access management

Connectivity

Events

…

…

…

…



The long journey towards glory
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Developer Source Code Customer Value

Magic

We should 

be more 

specific here

Deployed

Microservices



Microservice anatomy
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Microservice

Service Code (Java, Nodejs, ...)

Periphery (Queues, Secret Stores,…)

Hosting (K8s, FaaS, CaaS, …)

Hardware (IaaS, Baremetal, VMWare,…)

Data Persistence (SQL, NoSQL, Cache)



Let’s talk target system
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What do I do with all this code?
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Developer

Source Code

IaC

GITLab

GITLab CI



More hyper scalers!
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The cloud aware service pattern
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Service Code

Data Persistence

Periphery

Hosting

Business Logic

AWS Adapter Azure Adapter

Service IaC

Service Container Image



The cloud aware service pattern – simplified by K8s
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Service Code

Data Persistence

Periphery

Hosting

Service IaC

Shared Cluster Environment

Business Logic

AWS Adapter Azure Adapter

Service Container Image



Cloud aware code pipeline
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Developer

Source Code

GITLab GITLab CI

AWS IaC

Azure IaC

Image

AKS/EKS

IaC

Central Team



CI/CD Pipelines

Cloud account access management
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Cloud 

Accounts

1
2

3

4

1. Pipeline requests account 

access with pipeline specific 

credentials

2. Vault creates cloud access 

credentials for target account 

(e.g. AWS Access Key pairs)

3. Access credentials are returned 

to the pipeline

4. The pipeline accesses hyper 

scaler APIs with the cloud 

access credentials

5. Credentials are revoked after 

30 minutes

5



Why not sprinkle over one more target system?
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Customer 

Datacenter



The cloud aware service pattern – extended
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Service Code

Periphery

Hosting

Customer DC

Data Persistence

Business Logic

AWS Adapter Azure Adapter LPC Adapter



Extended code pipeline
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Developer

Source Code

GITLab CI

AWS IaC

Azure IaC

Image

AKS/EKS IaC

Central Team

ArgoCD

DC Hosting 

Setup Automation

Container Registry

Customer DC



MindSphere 

Virtual Private Cloud

MindSphere 

Public SaaS

MindSphere Offerings
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Customer 

Datacenter

MindSphere 

Local Private Cloud



Discussed Until Now

Perspective
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Developer
GITLab Deployment

INTEG 

Environment

Functional Test Suite

NFR Test Suite

Security Test Suite

Deployment

PREPROD 

Environment

Prerelease 

Validation

Deployment

PROD 

Environment

Release 

Validation

Container 

Registry

Internal QGate



Perspective
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Developer
GITLab

INTEG Functional test suites

NFR test suite

Security test suite

PREPROD 

Prerelease 

validation

PROD 

Release 

validation

Container 

Registry

Customer 

Datacenter

Private Cloud



Operations tooling
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Monitoring
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Grafana

• Visualization

• Alarming source

• Threshold definition

• Ops team trigger

Data Sources

• Hyperscaler native

• External

• Uptrends

• InfluxDB (K8s)

• Elasticsearch



Logging
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Amazon Simple

Storage Service (S3)
Amazon Athena

Gathering

• FluentD

Storage

• Elasticsearch (Customer DC)

• S3 (AWS)

Query

• Kibana (Customer DC)

• Athena (AWS)



Contact
Published by Siemens ‘21

Tobi Appl

Principal Cloud Architect

DI SW CAS MP OPS

E-mail tobias.appl@siemens.com
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